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GNSS Interference Detection with Software
Defined Radio
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of receiver processing, and therefore robust detection of the
Abstract Satellite navigation is particularly susceptible to appearance of interference. Mple devices deployed over an
radio-frequency interference. In order to safeguardagainstand grea can also be networked and connected to a central
mitigate both unintentional and malicious interference, it is processing servemorking cooperatively which can allow

important to have accurate methods to detect it. This paper histicated and te detecti lqorith
describesDETECTOR, a GSA-funded project whoseobjective is more sophisticated and accurate detection aigorthms.

to detect and characterize interference for road transport Th? rest of thepaper isorga_nizedas follows. Segtion I
applications. The overall architecture as well as théardware and ~ describeshow radiefrequency interference (RFI) wikffect
software designis described and the results of one of thereal-  the functioningof GNSS equipmest Section IIl describes the
world tests in an urban environment are shown During this test  methods used to detect interference. The architectural design
several interference sources (jammers) were detected, shing ot DETECTOR s discussed in Section IV, and the results of
the validity of the design and thenecessity of its goals. . . . . .

testing aren Section V.Finally the conclusionsand future

Index Term® GNSS, Interference DetectionJamming worksare describeéh Section VI.

|I. INTRODUCTION Il. EFFeCTS OFRFIONA GNSSRECEIVER

N recent yearsGlobal Navigation Satellite SystenBNS9 The impact of RFI to the GNSS has bestndiedrecently
have seem rapid increase of applications in various sector§y severaresearch institutefl] [2], and the main focus is on
A major threat to the widespread adoptidnGINSS concerns the impact at theervice levelln [3], the impact of the RFdn
the vulnerability of GNSS to signal interference and jamming low costGPS receiver has been studi@NSS signals are
[1]. Unwanted signals in the GNSS bands can severelgry susceptible to noise, due to their extremely low power.
degrade the servi@nd impact on the performanf®. Effects Any increase in the noise levat the receiver antennaill
range from a loss of accuracy to complete denial of servikdversely affect the perimance of GNSS receiverd. the
This can lead to catastrophic consequences in safety critiditerferencelevel is so high thatthe receiverelectronic
mission critical, and business critical operations. It is therefof@mponents aresaturated the signals might well be
of paramount importance that reliable and robust techniqueérecoverabléWhen extra noise is present at the front end, the
for interferer/jammer detection can be developed and deployésgeiver will encounter the following situatisin
to protect GNSS infrastructures and services fronk. Low noise will affect measurement accuracy.
unintentional and deliberate interference. 2. Medium noise will cause problems with tracking, and make
Nottingham Scientific Limited leads a GSAnded project it harder to (réacquire satellite signals. Satellites at low
to carry out the design, development, validation, and elevation may be lost.
commercial feasibility assessment for the productioa v 3-Hi gh noi se will completely
cost GNSS interference and jamming detection solution for acqure/track the desired signals.
deployment within road transport applications. The primarflong the GNSS receiver processing changasurements are
purpose of this pr ¢ddducst , toc af@itakle eihearmtemmalyrto ke receiver or exported to the
characterizeGNSS jamming equipmertteing usedin road application levelwhich can be used to detect the presence of
vehicles. RFI. One good indicator within the rewer isthe gain value
The DETECTOR device is designed based on softwaref the controllable gain amplifier before the analogue signals
defined radio (SNR) technology. A rei@the software GNSS are fed into theanalogue to digital converter (ADCThis is

receiver enables the continuous monitoring of various metrigsie to the fact that the input signal to the ADC is required to
be matched to the dynamic range of the AD@uarantee the

guantization accuracyTherefore, within the GNSS receiver
implementation, an automatic gain cont{@GC) circuit is
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normally implemented to automatically adjust the gain valugpoch of SNR measuremerage compared to the thresholds.
based on the output of the AD@hen the ADC input signal is Each tracked individual satellitesvhich provides the SNRnd
higher than the nominal level duettee presence axcessive elevation measuement, will be testedand a failure of this
RFI, the AGCwill try to lower the gain value of the adjud@b satellite will be declared if the SNR valués below the
gain amplifier, andrice versaSimilarly, thecharacteristics of threshotl. Multiple failures of more than a certain number of
the digital signalsat the output of the AD@iill be changed in satelliteswithin the same epochill lead to the decision of the
the presence of different RFbince GNSS signals atmuried failure of the testsSpecifically, two testsof this type are
under thenoise floorwhen they arrive at the receiyeand in  performed with different P, (one indicating low SNR, one
the nominal scenario it shall have the characteristics of thaicatingverylow SNR)andthe number of allowable sé#lite
additive white Gaussian noise (AWGNjJowever, when the fails.
exeessive RFIg present, thesgharacteristics may be changed. In addition,differential tests are performed. Odiferential
Therefore, the digital signals at the output of ADC can be uséabkt checks th&NR valuedrop over ashortperiod,and if the
to detect the presence of RFIs. drop is more thana preset threshold, the corresponding
satellite will be declared failindt is likely that the receiver
may lose tracking of some of the satellites in the presence of
Ill. DETECTIONMETHODS RFI. Therefore, a test checkirthe loss of tracking of the

The proposeddetectiontechniquegake the benefitsf the satellites over a certain window perioglill indicate the
flexibility of software GNSS redeer concept, so that the Possible presence of RFI.
abovementioned measuremersee accessiblsome of which 1N DETECTOR, we perform all these above mentioned
are not usually available froncommercial off the shelf tests, and the results will be further fused with the- pre
(COTS) receiversThe detection algorithms are composed oforrelation techniques armb-operaive techniques in order to
fpre-correlatio and fipostcorrelation techniquesThe term ~ féach aglobal decision of detection.
pre-/post correlation is defined based on where the algorithmsg  pre-Correlation
take the measurements along the receiver processing chair‘Unlike
separated by the essential GNSS receiver processing funct
correlation. More specifically, the preorrelation algorithms
make use of the digital signakt intermediate frequency (IF)
that are available in owgoftware receiver of the DETECTOR Again, the softwarerequires a clean reference to compare

sensorThe postcorrelation algoritms, however, can be usinga inst. In this case it could be based ongufgwsecond of

sjtandard mgasurer_nents such as satellite Orb't_ information %-gcfa, taken within the previous hour. This can be used to get
signal to noise ratio (SNR) measurements either from o

ur . .
. : ) ccurate stimates of the histogram and thmwer spectrum
dedicated software receiver or from the COTS receiver. density(PSD) 9 o> P

A. PostCorrelation The tests dy consider the case where the evaluatigal

The implemented postorrelation algorithms rely on the has higher power than the reference signal as being caused by
statistical tests of the SNR measuremelitis worth pointing interference, i.e., they are osiled tests against the null
out that similartechniques were proposed 4. In a well hypothess of no interference present. The parameters such as
surveyed environment, the SNR measuremantier nominal Fast Fourier Transfornf=FT) size, evaluation window size,
conditionsfrom a static receivecan becharacterisedBased ©tC-, are all configurable, and later field testing will look to
on this information, aeferenceSNR value can be obtained via©Ptimize these.
statistical curve fitting techigues based on the collected ¢ cooperative
measurements overcertain period of timeThis reference is
dependent on the orbit informatioms well assatellites

L the postorrelation tests, the puorrelation
lf%Q:'hniques are very computationally intensive. It is envisaged
that in order to run in redaime, they will have to tak
snapshots of data, rather than the entire captured signal.

In the case of DETECTR), cooperative detection m$ to
having several DETECTOR devices/nodes each collecting and

transmission signal - strength  information, atmosphe® . <0 their own data, and pooling the results for further
information, ad the environment informationTechniqees analysis

taking into accountransmission strength, atmosphere impact One area of interest in this project is motorway (highway)

f"‘”dl enV|tro(;1rtne_nt getmc;ﬁtlon 'mpaththCh fas[4] are mPnitoring. Under these conditions, it should be fairly easy t
ganRemen.e i 0 |rtnrl)lrt()ve Ie agcuracy (I)Hs'e (rje e.rerg?et;utrvec%nceive of some cooperation methods to improve the
against satefiites elevalion angitsis desirablethatl —go0tion process. An example would be to take a snapshot of

dL;rlng the penﬁi tthz tlr:;asureg:elnts fort cl_?mputmg Rtlrﬁhe license plates of the cars by a motorway gantry when an
reterence are coflected, Taets no present. However, interference flag is raised. If one vehicle is present in the
under certain level can still be smoothed out with th

- t of the cl ; Snapshots of sevdrgantries on the same stretch of road, it
remaining part ot the ciean measurements. would be likely that a jammer is being used by that vehicle,
Thresholds for each of the elevation anglescan be

. . and authorities could use this resulptosuethe case further.
calculagd based on thées_lred proba_blllty of fa_lse alarfy, At this stage of DETECTOR cooperation has not been
and the referen¢end during the online detection phase, each
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developed, but it will be developezhd implemented in the jamming can be. At the start of the day there is a very clear
future work. disturbance, lasting ~3 minutes and causing a 100m
positioning error. The remaining figures in this paper all
concern this event.
IV. DETECTORARCHITECTURE Fig. 4 and Fig.5 show the estimated SNR around these 3

The DETECTOR system is comged of three major Minutes, for the reference site data and our own equipment
elements: networked DETECTOR field sensors,a respectively. In both cases it is easy to see how the SNR
DETECTOR serveat the bacoffice for resultslogging and  Significantly degrades. The reference receiver with its-high

in which the antenna did not have a cleargleyv. This limits

A. Field Sensor the effectiveness of pesbrrelation techniquésit will yield

The field sensor device is illustrated in Fig. 2. The sensoror values of falsalarm versus missedietection. However,
composed of an embeddedmputer which hostihe software the precorrelation methods aneery good, and the sensitivity
receivers, all the detection algorithms, as well as managing teemuch higher.
internal and external communicat®nA software receiver Fig. 6 to Fig. 9 show the increasing power of interference
front end (called Stereo) perfosithe GNSS receiver front end over time. This suggests the jammer was mobile, and was
processingand a COTS receiver is also included to providmoving towards our site. It is not surprising that most of the
redundancy measuremenBoth the Ethernet and the wirelesssatellites were lost at thigre (Fig.5). In Fig. 9, the digital
communication modems are included for the datgower of the evaluation signal was 5.6 times higher than that
conmmunications. of the reference.
A few seconds after the snapshot of Fgthe interference

B. Backoffice Server . - . .
i i died down. 50 seconds after that though, it built up again. The
The backoffice collects reatime measurements as well as,

itted diaital les f ked field fsecond peak terference snapshot is shown in Fi§. This
transmitted digital samples from networked field Se€nsors Il yi-aes that this is in fact two instances of jamming within a

more sophisticated fusion and detection and characterizatigr}ninute window. By comparing the timing of our data with

computation rermg on_addmon mforrn_atrm such as rogd the reference sitét is also possibleo determine the direction
model and dynamic motion modéh addition, @ atmospheric of travel of thesegmmers

monitoring server computes tlaémosphere impact correction As mentioned, these were not the only events of

to reduce the false alarm eat interference. In the space of 41 hours 22 events separate events
were detected.

V. RESULTS C. Characterization
Although this paper does not go into it in detail, the
A. Background DETECTOR project is also concerned with chandzieg the

It was possible to use the DETECTOR algorithms with daj@terference signals. Fig.1 and Fig. 2 show the spectrogram
from exterml sources. The software can process RINEXor the two interference events of Fi@ and Fig. 10
and/or NMEA files, and do posprrelation interference respectively. These plots show the interference to be of the
detection. In the UK, like many other countries, it is possiblg ¢ h i r § a contipupus wave signal quickly swept through
to obtain data from continuously operating reference statiogswide frequency range. The two different signatures confirm
which have been established sapport land surveying and that there are two jammers present, just a minute apart.
geodetic applications. Several of these sites have beenrhe DETECTOR software is currently able to characterize a
monitored over a period of weeks/months for unusual eventssignal automatically, based on; statistical periodicity, time

Preliminary tests identified a significant number Oberiodicity' duty cycle,a swept signal test, a frequency
interferencelike events in the data. Based on this, a lotat hopping test, power, and bandwidth. In the case of the data
on an urban road close to an existing reference station Wase, the software correctly concludes that both the jammers
selected for collecting further data with DETECTORare sawtooth (up) chirp, the first being continuous, the second
equipment.  Capturing digital samples in addition to morgulsed. Note that in all likelihood éfsecond signal will in fact
standard SNR and AGC data made it possible thatepost  pe continuous, but the signal will travel outside the frequency
correlation and preomelation detection and characterization of the pasand of the receiver, i.e. it is the receiver hardware
techniques. that is turning the signal from continuous to pulsed.

The other events characterized in our #urhdata capture

. . .include several other chirp signals, some powerful sitajie
After processing data from the reference site, 5 or 6 possible b sig P ol

events were identified over aday period. Fig3 shows part Signals, and a few narreband signals.
of this, where the position error is also given in orte
highlight how problematic (and potentially dangerous)

B. Detection Test Results
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VI. CONCLUSION

Initial testing has demonstrated the potential of I
DETECTOR to effectively detect and characterize RF i,y
interference  sources Several realorld jammers were |]\l"‘||' ,;;‘i'“.']' '!l," ‘lllll!‘\\‘
detected and characterizedrefeorrelation techniquedave
been able to detect events which would likely go undetected
using only postorrelation methods. Ufther testing in
controlled environments will be undertaken toadwate these
methods more comprehensively and to identify enhancements
to the current baseline.

Solutions developed within the project are expected to be
able to detect and characterize jammers being used in roac

applications This helps understand tmature of the threat to DETECTOR Prototype Version 1.0 Deployed in “Opportunistic” location

GNSS services and to develop effective coumeasures. Fig. 2. DETECTOR field sensor
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Fig. 5. The SNR of the satellites seen by our antenna around @
the same timas Fig. 4The time on the »axis is different 25 ‘ —
because the equipment was already running for over a day by 207 : | T peluation
15- ! Interference

this point.

(@

201

PSD (dB)

—— Evaluation
——Reference
Interference

1% % -4 2 0 2 4 6
Frequency (MHz)
®)
0.4
[ Evaluation
Il Reference

e
W

Sample frequency
= =3
— N

-7 -5 -3 -1 1
Sample value

Fig. 6. The precorrelation figue s

(a) are from seffnterference, and thus
jamming.
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Fig. 8. The precorrelation results 30 seconds after Hig.
The disturbance is worse, and the power is getting higher. This
suggests that the jammer is moving closer to the receiver.

under finor mal o
conditions. Part (a) shows the spectrum, and part (b) shows the

histogram. The evaluation data in (a) is a little noisier than the
reference, since it used fewer windows. The two spikes seen in

amt indicate
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Fig. 7. The precorrelation results around the rtaf the

event in Fig5. Thespectrum(a) of the evaluation data shows
components above the reference, high enough to trigger

detection. The histografb) has more samples in toeter

bins, indicating more power.

Fig. 9. The precorrelation reslts when the interference was
atits maximum. The jammer must have been very close to the
receiver (the antenna was®30 meters from the road).



